Astro External Reference Spedfication

1 Error Strategy

1.1 Purpose:

Thisisarough error strategy focused at the Runway interface ad haw it heeds to communicate
between the processor, the MC (memory controll er) and the |IOC (1/0 controller). In particular,
errors deteded and logged in the IOC or in Elroy withou need for participation by the RBIB
(Runway bus interfaceblock) are nat covered in detail here. Various Elroy documents are a
better sourcefor that information.

1.2 Philosophy:

The prioritiesfor our error strategy are:
e Error containment
* FRU (field replacedle unit) identificaion orcethe system has crashed

If thereisahardware aror in the core dedronics (not 1/0 cards or I/O bus), we will HPMC the
system as ©onas possbleto contain the eror. An example of this phil osophy isin the handing
of Rurway data parity errors. Even though we could distinguish data destined for an 1/0 card as
apotentially non-criticd error, we take the gproac that our hardware must be very sick for usto
get a Runway data parity error. Asaresult, we HPMC the machinein all cases of a Runway data
parity error. The Rurway bus wasn’t designed to be aror tolerant. However, if our handing of
certain error condtions is deemed too severe, software can turn off the signaling asped of ead
error individually. Statusfor the aror can still be kept, bu the prescribed aff ed on the system
will not occur.

Errors are grouped together consistent with what logging resourcesthey require. Thefirst errorin
agroupwill usethe logging resource and set a status bit, while alditional errorswill set overflow
status bits, bu will not overwrite the logging information. Runway parity errors (addressor
cortrol or data) share logging resources with Rurway cycles that are to memory addressthat are
out-of-range. Corredable memory errors have their own logging resources, as do urcorredable
memory errors. The observance of aBROAD_ERROR on Runway doesn’'t require logging
resources, nar does amemory buffer addresgcontrol parity error. All other error condtions only
use 10C or Elroy logging resources.

1.3 Assumptions

1. Theprocessor will never issue aDIR_ERROR.

2. Theprocessor will never cause apath error (ssmultaneous assertion d ADDR_VALID and
DATA_VALID).

3. Thereisno weful informationin any fields when the processor doesa BROAD ERROR,
except the MID. Itisonly thefad that aBROAD_ERROR was dore (by aprocessor) that is
meaningful to Astro.
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4. Processors are timing their data returns (programmable value). This establi shes a set limit on
how long it can take for data to come badk from memory or I/0. However, the procesor
only logsthe addressof atimed ou return for readsto 1/0 space(in RS_LOG). A timed ou
return from memory spacedoesn't get an addresslogged in the processor since many of these
transadions may bein flight at a given time.

5. For purpases of thiserror handing sedion, assume the |OC is configured to return a hard fail
response on error, rather than returning -1.

6. ThelOCisnat timing its data returns - the PCl master, or more likely the driver associated
with that master (software timeout), will eventually deted the eror condtionin a cae where
areturn is never recaved.

7. Elroy never manufadures bad parity to sendto Astro. A PIO read may generate ahard fail
resporse, or -1s, but always with good parity. Aninboundwrite that has bad perity onthe
PCI busisthrown away by Elroy. What thismeansisthat if thereisever bad parity for
inbound @ta & the Runway output bus level, the eror occurred inside Astro, inside Elroy, or
on the rope between the two.

1.4 All possible errors/conditions we care about

The IOC/Elroy spedfic erors are glossed over big-time. Read the Elroy error handling document
for more details. Below is atable summarizing the Rurnway/memory errors we deted, how we
signal them, what we log, and what status bits we set. A more detail ed description d the eror
condtions and hov we hand e them foll ows the summary table.

Table1l: Error Summary

w/uncorredable aror

error) on Runway with the
incorred data, send
BROAD_ERROR and pu
the IOC in fatal mode.

Astro Astro Astro
Error Condition Signaling Info logged ERROR_STATUS bit
Processor or I0OC reals Assrt ADDR_VALID and | Address MID, TID, mem_uncorr_stat
from memory DATA_VALID (path syndrome.

The 10C and Elroy may
aso log someinformation.

Procesor or 10C reals
from memory
w/corredable aror

Send BROAD_ERROR
and pu the IOC in fatal
mode. Astro will normally
not signa memory
corredable arors.
Signaling is provided for
debug purposes.

Address MID, TID,
syndrome

mem_corr_stat

Processor or IOC reals
from memory with
memory buffer addr/cntrl
parity error

Send BROAD_ERROR
and pu the IOC in fatal
mode.

None. Logging of the
DIMM in error can bedonre
at the board level.

mem_addr_par_stat

Astro deteds control parity
error on Runway

Send BROAD_ERROR
and pu the IOC in fatal
mode.

State of Runway
ADDR_DATA busand
control signals during
control parity error
assrtion

run_ctrl_par_err_stat
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Astro Astro Astro
Error Condition Signaling Info logged ERROR_STATUS bit
Astro deteds addressparity | Send BROAD_ERROR State of Runway run_addr_par_err_stat

error on Runway

and pu the IOC in fatal
mode.

ADDR_DATA busand
control signals during
addressparity error
assrtion

Astro deteds data parity
error on Runway (All
Runway data o/clesare
asumed to be for Astro.)

Send BROAD_ERROR
and pu the IOC in fata
mode. ECCis poisoned if
the datais written to
memory.

State of Runway
ADDR_DATA busand
control signals during data
parity error asertion

run_data_par_err_stat

Observe BROAD_ERROR | Put the IOC in fatal mode. None run_broad_err_stat
transadion onRunway
Observe aRunway path Send BROAD_ERROR State of Runway run_path_err_stat

error

and put the IOC in fatal
mode.

ADDR_DATA busand
control signals during path
error assertion

Processor (or IOC for a
transadion that didn't go
through the TLB) reads
from or writes to memory
spacethat is out-of-range

Send BROAD_ERROR
and pu the IOC in fatal
mode.

State of Runway
ADDR_DATA busand
control signals during
ADDR_VALID assrtion

run_mem_range err_stat

Processor reads from PA None — processor will The 1OC and/or Elroy is None
|0 spacein Astro, things timeout. resporsible for logging

dort go well andthelOC | Seedetail writeup onwhen

is stupto return hard fail arope goes fatal, Elroy

response (rather than —1) goes fatal, or neither

Proc. writesto PA IO None —datais bit- The IOC and/or Elroy is None

spacein Astro and things
don't go well

bucketed.
Seedetail writeup onwhen
Elroy goesfatal, or nathing

happens

resporsible for logging

1.4.1 Errors detected by the memory subsystem

1) A proces2r or the IOC reads from memory and we have an urcorredable aror. (If the data
is supdied via a cabe-to-cathe wpy andthereisan urcorredable aror thisfalls under the
Runway data parity error case).
e Assrt both ADDR_VALID and DATA_VALID onRunway for the return cycles that

have bad data.

* SendaBROAD_ERROR transadion onRunway.
e Put thelOC infatal mode.
e Set mem_uncorr_stat inthe ERROR_STATUS register.
e Logthe address MID, and TID in MEM_ADDR, andthe syndromein MEM_SYND.
* ThelOC ropeinterface ad Elroy will | og some information.
» Theprocessor will doan HPMC as aresult of the BROAD ERROR.

2) A processor or the IOC reads from memory and we have a orredable aror.
e Set mem_corr_stat inthe Astro ERROR_STATUS register.

e Logthe address MID, and TID in MEM_ADDR_CORR, and the syndromein
MEM_SYND_CORR. Notethat the syndrome dlows the bit in error to be uniquely
identified for corredable erors.
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*  The memory controller will corred the aror. Hardware scrubking of the eror isNOT
dore.

* No ather signaling will normally occur. However, the generation & aBROAD_ERROR
and dadng the 10C in fatal mode can be enabled for debug purpases and/or for firmware
testing.

3) A procesr or the IOC reads from memory and we have amemory buffer addresgcontrol
parity error.
« SendaBROAD_ERROR transadion.
* PutthelOCinfatal mode.
e Set mem_addr_par_stat inthe Astro ERROR_STATUS register.
* Nothingislogged in Astro. A board-level implementation can be dore to identify which
DIMM had the buffer that deteded the addresgcontrol parity error

1.4.2 Errors detected by the Runway bus interface

1) Deted a ontrol parity error onthe Runway bus (transadion could have beeninitiated by a

processor or by the IOC).
SendaBROAD_ERROR transadion.

* PutthelOCinfatal mode.

e Setrun_ctrl_par_err_statin ERROR_STATUS.

» Logthe state of the ADDR_DATA businthe RUN_ADDR or RUN_DATA register (as
appropriate) and the aontrol state in the RUN_CTRL register.

e Complete the transadioninternally normally.

» Theprocessor will doan HPMC as aresult of the BROAD ERROR.

2) Deted an addressparity error onthe Runway bus.

« SendaBROAD_ERROR transadion.

e Put thelOC infatal mode.

e Setrun_addr_par_err_stat in ERROR_STATUS.

e Logthe state of the ADDR_DATA businthe RUN_ADDR register and the control state
inthe RUN_CTRL register.

* lIgnorethetransadionin al respeds except that we will still participate in snoogng to
keep the wherency resporse FIFOsin sync. Thetransadionwill go into the RBIB’s
coherency resporse FIFO and will go into the read coherency map as a NOP.

3) Deted adata parity error onthe Runway bus. (We asume that we ae dwaysasink for data.)

e SendaBROAD_ERROR transadion.

* PutthelOCinfatal mode.

e Setrun_data par_err_stat in ERROR_STATUS.

e Logthestate of the ADDR_DATA businthe RUN_DATA register and the mntrol state
inthe RUN_CTRL register. In some cases, the addressmay still bein RUN_ADDR as
well.

* Complete the transadioninternally normally.

e If main memory is the destination we will write bad ECCinto the DRAMSs.

4) Observe aBROAD ERROR transadion onRunway generated by a processor or by
ourselves.
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* PutthelOCinfatal mode.
» Don't log anything except the fad that we saw aBROAD_ ERROR (set run_broad_err
in ERROR_STATUS).

5) Deted apath error onthe Runway bus.

« SendaBROAD_ERROR transadion.

e Put thelOC infatal mode.

e Setrun_path_err_stat in ERROR_STATUS.

e Logthe state of the ADDR_DATA businthe RUN_DATA register andthe mntrol state
inthe RUN_CTRL register.

e Complete the transadioninternally normally.

6) A processor reads (or does any other coherent transadion) from memory spacethat is out-of -
range, or the |IOC sends a simil ar bad addressout on Runway. This may be due to a bad
driver for an 1/O card that didn't use the TLB, an incorredly setup TLB entry, or some
hardware fail ure.

*  SendaBROAD_ERROR transadion.

* PutthelOCinfatal mode.

e Setrun_mem_range err_stat in ERROR_STATUS.

» Logthe state of the ADDR_DATA businthe RUN_ADDR register and the control state
inthe RUN_CTRL register.

* Ignorethetransadionin all respeds except that we will still participate in snoogng to
keep the mherency resporse FIFOsin sync. Thetransadionwill go into the RBIB’s
coherency resporse FIFO and will go into the read coherency map as a NOP.

e Theprocessor will doan HPMC as aresult of the BROAD_ERROR.

7) A processor writes (or does any other non-coherent transadion) to memory spacethat is out-
of-range, or the IOC sends asimilar bad addressout on Rurnway. This may be due to a bad
driver for an 1/O card that didn't use the TLB, an incorredly setup TLB entry, or some
hardware fail ure.

*  SendaBROAD_ERROR transadion.

* PutthelOCinfatal mode.

e Setrun_mem_range err_stat in ERROR_STATUS.

» Logthe state of the ADDR_DATA businthe RUN_ADD register and the control statein
the RUN_CTRL register.

e Thewrite datawill gointo the bit bucket.

e Theprocessor will doan HPMC as aresult of the BROAD_ERROR.

1.4.3 Errors detected by the IOC or Elroy

1) A procesor reads from O spacein Astro and things don't go well or the IOC isalrealy in
fatal mode. (Assumethe lOC is st to generate ahard fail response rather than return -1).
* If theonly problem isthat data gets corrupted inside Astro:
* Thetransadion completes normally, but with bad parity propagated to the Runway
bus.
* Theprocessor will deted the parity error and will senda BROAD ERROR and will
HPMC.
» For al other cases:

Revision 1.2 0217/00 Page5 o 20




Astro External Reference Spedfication

» TheElroy or Astro (depending onwhere things didn't go well) will return a hard fail
resporse.

* TheElroy or the rope may go fatal depending onwhat bad things happened onthe
PCI bus, or to the data asit traveled toward the processor. The whaole smart/dumb
PCI card thing may fador into the dhoiceof fatal mode & well.

* ThelOC or Elroy are resporsible for logging in these cases.

*  The processor will ti meout sinceit didn't get areturn. Thiswill cause the processor
to doaBROAD_ERROR, and HPMC.

* Theprocessor will have logged the aldressin RS LOG.

2) A processor writesto 10 spacein Astro and things dorit go well or the IOC is adready in fatal
mode.

» Thewritewill be discarded at the point in Elroy that something is observed as corrupt if
address(onthe rope) or data (parity kept along the entire path) get corrupted before they
read the PCl bus. The intent will be to never isaue the write on PCI if the crruptionis
naoticed soonenowgh.

* ThelOC or Elroy are resporsible for logging.

e Certain failing condtions will cause the Elroy to go into PCI fatal mode.

3) A processor writesto a cad that doesinfinite retries or anon-existent Elroy or an Elroy that
has died.
* Thewritetransadions will stadk upinthe command/data FIFO in the IOC ropeinterface
and can begin to flow control the processors.
e ThelOC hasaforward progresstimer that will eventualy trip and drain (throw away) al
the transadions for the stall ed rope.
 Theropeisputinfata mode.

1.5 Undetected errors

1) If thelOC recaves an urexpeded resporse (areturn for atransadionit didn't issue) we will
not deted this. With control parity giving us 9me good potedion here, we dorit fed like
thisisan areafor concern.

2) Wedont flag transadions that we dont suppat, we just ignore them (but still tradk
coherency for coherent transadions). The belief isthat these transadions can't be generated
by the hardware (control parity proteds us here aswell), or we dorit need to worry abou
them.

1.6 Error Registers

1.6.1 Error status and control registers

There ae anumber of memory and Runway error condtions. Each condtion hes a bit to
represent it. The antrol, enable, and status registers associated with these anditions are defined
below. The aror-cleaing schemein ERROR_CONTROL may seem overly complex, bu it is
intended to provide abomb-proof way for error information to be logged withou ever being lost.
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Most other schemes for cleaing error status and logging registers have holes for when errors can
comein at the “wrong” time and be missed. The dgorithm described can probably be
implemented in hardware such that there ae still holes, so we're asuming the hardware
implementation will be done caefully such that no hdes exist.

1.6.1.1 Error Control Register

L ERROR_CONTROL Register L
B (address. OxFF_FEDO 8010) :
6|6|(6|6|5|[5|5([5|5|5|5|5|5|5|4(4|4|4|4|14|4|4|14[4]3|[3[3[3[3]3[3]3
3|12|1(0|(9]|8|7]|6|5|4[3[2]12]1]0]|9|8|7|6[5]4]|3]|2]|1]|]0[9|[8|7|6]|5]|4]|3]|2

reserved
Power On Initialization
XIXIXTIXTIXIXTIXIXIXTIXIXIXIXIX X IXIXIXIXIXIXIX XXX XXX XXX ]X
2|2faafafafafa|a]a]a]1a
1]o|9of8|7|6]|5]|4]|3]2|1|o]|9|8|7|6[5]|4]|3]|2]1]0

P W
N
anN
w N
NN

reserved Yigl reserved

Power On Initialization
XIXIXIXIXIXIXIXIXIXIXIXIXx[XIXIXIX]Ix][x|[x[x][x]|x]o]o[o[o]oJo]o|o]oO

Size: 64-bit only
Field Access | Description
CL W Clea logging information.
CE R/W | Clea enable.

Register 1: ERROR_CONTROL Register

The ERROR_CONTROL register controlsthe deaing of “stat” and “over” bitsin
ERROR_STATUS, aswell as cleaing (or re-enabli ng the updating of) error logging registers.
Seethe aror logging register sedionto seewhich registers get cleared versus which oresjust get
re-enabled for updating. There aetwo hitsin thisregister, CE (clea enable) and CL (clea log).
CE (bit 5 of theregister) isareal/writebit. CL (bit 4 o the register) isawrite-only bit that
awaysreturns“0” onreals. The behavior of writi ng to these bitsis only defined for the patterns
“1,0’and“0,1". Writing“1's’ to bah hits, or “0's” to bah hits, isunwise. When software
desiresto read log information (for instance an HPMC occurred and a monarch procesor was
seleded), the foll owing steps are taken:

» Software shoud set the CE hit by writing a “1” to it. After this has been dore, hardware will
sne& in and clea CE if any enabled errors (log_en is %t) comein. Thisensuresno errors
aremissed.

» Software shoud read ERROR_STATUS and then all of the logging registersthat would be
meaningful. Reads of these registers are non-destructive, so they may be read multi ple times
if desired.

» Software shoud attempt to clea the ERROR_STATUS register and clea or re-enable for
updating the eror logging registers by writing a “1” to the CL hbit. If the hardware has
cleaed the CE hit since software st it, the write to the CL bit won't cause any error info to
be deaed. Hardware looks at the aurrent state of the CE hit asthe writeto the CL bit occurs
to make this determination.

« Software shoud re-read the ERROR_STATUSto seeif the dea was successul. If nat,
software must start over with setting the CE bit, reading ERROR_STATUS and log registers,
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etc. If thewrite of “1” tothe CL hbit did work, all of the status and logging information was
current andvalid, and lifeiswonderful. It isleft as an exercise for the reader to figure out
what “the dea was siccesSul” redly means.

» Softwareisnow finished.

1.6.1.2 Error Enable Register

M ERROR_ENABLE Register L
B (address. OxFF FEDO 8018) B
6[([6|6|6[5|5|5[5|5|5(5|5|5(5|4|4(4(4|4|4|4]|4|4(4]13|3|3[3|3]3|3(3
312]11]0|9(8|[7|[6]5]4]3|2[1[0|9]8]7]|6|5[4(3]2]1]0]9[8]|7]|6|5[4[3]2
reserved
Power On Initialization
XIXTIXTIXIXIXIXTIXTIXTIXIXIXIXIXIXIXIXIXIXIXIXIXIXIXIXIXIXIXIXI XXX
3|13|12(2|2|2(2|2|2|2]2|2(1|1|1f(2|1)|1f(21|1]|1(1
110(9|8|7([6|5]4[3]2]1[(0]9]|8|7|6]|5[4[3]2]1[{0]9]|8[7]|]6[5]4]|3[2]1]0
5 &
IRARAR | 8|55
5|5| AR R AR 5| & 5|8 8| 3|
o| | |l o w|®| g | 28| 2| o122 8
gni w| CD' % .w|g LI hl I g 2| CD' g) 2= Ll \—l |
Jelol sl a5 B B ] I = e T R A
o N Il BN BN | D e o Helsl& 5
reserved |°15 S|<|g|8|&|= reser ved el |§a 8|z
cl|ls|o|c|la|® Q-|°1Q| |58l | 8|S °1Q|o1
S EBEHEEEE HEHEHEEEE
I Qa 3 5 I Q ® =
S|§|E é < 23] F 2' S|§|E é C|§t’| g5
= 2 §|§§ 5 S| e ~ §|§§ 5

Power On Initialization
XIx[IxIx[xIx]x]x]ololoJoJoJoJoJo[x[x[x[x]|x]x]|x][x]olo[oJoJoJo|lo]o

Size: 64-bit only
Field Access | Description
run_path_err_sig_en R/W | Enable signaling for Runway path errors. The signaling for

thiserror is generating a BROAD _ERROR transadion on
Runway and daadng the IOC in fatal mode. The @ntainment
of corrupt dataistied to signaling being enabled.
mem_addr_par_sig_en R/W | Enable signaling for memory buffer addresgcontrol parity
errors. The signaling for this error is generating a
BROAD_ERROR transadion onRunway and dadng the I0C
in fatal mode.

mem_corr_sig_en R/W | Enable signaling for corredable memory errors. The signaling
for this error is generating a BROAD_ERROR transadion on
Runway and dadng the IOC in fatal mode. Thisisexpeded
to ony be used for debug or firmware test purposes.
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Size: 64-bit only
Field Access | Description
mem_uncorr_sig_en R/W | Enable signaling for uncorredable memory errors. The

signaling for this error is generatingaBROAD _ERROR
transadion onRunway and gdadng the IOC in fatal mode.
Astrowill also signal a path error (smultaneous assertion d
ADDR_VALID and DATA_VALID) onRUNWAY for the
data gyclesin error. The mntainment of corrupt dataistied to
signaling being enabled.

run_broad_err_sig_en R/W | Enable signaling for the observance of aBROAD_ERROR on
the Runway bus. The signaling for this error is pladng the
IOC in fatal mode.

run_mem_range_err_sig_en R/W | Enable signaling for Rurway memory addressout-of-range
errors. The signaling for this error is generating a
BROAD_ERROR transadion onRurnway and dadng the I0C
in fatal mode.

run_data_par_err_sig_en R/W | Enable signaling for Runway data parity errors. The signaling
for this error is generating a BROAD_ERROR transadion on
Runway and daang the 1OC in fatal mode. In addition, ked
ECCwill be written to memory for memory writes. The
containment of corrupt dataistied to signaling being enabled.
run_addr_par_err_sig_en R/W | Enable signaling for Runway addressparity errors. The
signaling for this error is generatinga BROAD_ERROR
transadion onRunway and gdadng the IOC in fatal mode.
run_ctrl_par_err_sig_en R/W | Enable signaling for Runway control parity errors. The
signaling for this error is generatingaBROAD _ERROR
transadion onRunway and gdadng the IOC in fatal mode.
run_path_err_log_en R/W | Enablelogging for Runway path errors. The information that
islogged for this error is the state of the Runway

ADDR _DATA businthe RUN_DATA register andthe
Runway control state in the RUN_CTRL register.
mem_addr_par_log_en R/W | Enablelogging for memory buffer addresgcontrol parity
errors. Only the ERROR_STATUS bit gets st, no dher
logging is performed.

mem_corr_log_en R/W | Enablelogging for corredable memory errors. The
information that islogged isthe address MID, and TID in
MEM_ADDR_CORR, andthe syndromein
MEM_SYND_CORR. Inaddition,thisbit isthe enable for
single-bit detedion and corredion. Error detedionand
corredion are nat performed unessmem_corr_log_enis st.
mem_uncorr_log_en R/W | Enable logging for uncorredable memory errors. The
information that islogged isthe address MID, and TID in
MEM_ADDR, andthe syndrome in MEM_SYND.
run_broad_err_log_en R/W | Enablethelogging of the observance of aBROAD ERROR
onRunway. Only the ERROR_STATUS bit gets st, no dher
logging is performed.
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Size: 64-bit only
Field Access | Description
run_mem_range_err_log_en R/W | Enable logging for Runway accessto memory that is out-of -
range erors. Theinformationthat islogged for thiserror is
the state of the Rurway ADDR_DATA busin the
RUN_ADDR register and the Runway control statein the
RUN_CTRL register.
run_data_par_err_log_en R/W | Enablelogging for Runway data parity errors. The
information that islogged for this error is the state of the
Rurnway ADDR_DATA businthe RUN_DATA register and
the Runway control statein the RUN_CTRL register.
run_addr_par_err_log_en R/W | Enablelogging for Runway addressparity errors. The
information that islogged for this error is the state of the
Rurnway ADDR_DATA businthe RUN_ADDR register and
the Runway control state inthe RUN_CTRL register.
run_ctrl_par_err_log_en R/W | Enablelogging for Runway control parity errors. The
information that islogged for this error is the state of the
Rurnway ADDR_DATA businthe RUN_ADDR or
RUN_DATA register (depending onwhen the control parity
error occurs) and the Runway control statein the RUN_CTRL
register.

Register 22 ERROR_ENABLE Register

The ERROR_ENABLE register independently controls the logging enable and signaling enable
of an error condtion. An error condtion’slog_en hit must be set for that error to refled in the
ERROR_STATUS register. What thisalso impliesisthat if signaling of an error is desired,
logging shoud be enabled aswell. The hardware may make some assumptions abou this, so the
behavior with signaling enabled but logging disabled is undefined. It shoud also be nated that
disabling or enabling error condtions during normal operation could result in the lossof some
error information. This enabling/disabling is assumed to be done by PDH at system initi ali zation
time.
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1.6.1.3 Error Status Register

" ERROR_STATUS Register S
B (address. OxFF FEDO 8020) B
6|6|6|6|5[5[5[5|5[5|5|5|5|5|44|ala]|a|alaalal4s]3]3]3]3][3]3[3]3
3l2|1]|o|9o[8]|7|6]|5|4[3]2|1]|0]|9[8|7|6[5]|4[3]|2|1][0]9|8|7]|6[5]|4]|3]2
reserved
Power On Initialization
XIXTIXTIXTIXTIXIXIXIXTIXIXTIX XXX IXIXIXIXIX XXX XXX I X IXIXIX]IX]X
332222222222 a|afa]afa]a]al2]1]2
1]o|o|8|7|6]|5|4]3]|2|1]|0|9|8]|7|6]|5|4[3]2|1]|0]|9|8|7|6]|5]|4[3]2]|1]0
o 8 o
>l 5|05 - - BB w
o M ENEBEEE S EIMEIEIREIRIE
3|2 2a|5 5] ARG BT A I = W S
*—|‘50|L|Lm|ajba5 Llamldgmlbla—’lb
5 R - o] > )_| | | o] Q.| — = o)) ‘_|
reserved | 518|<| 2l &l & s sl 8l<|5| 8| &|s
5“88'8:60.‘&‘ reserved E,'oocnsffﬁQ]D]
ko g 1=AR=2 Bl . Q-| T | T Il 5| © | ' <'| —
& 1| = Sls|lz alel gl ela Els|=
Yol &l g|alB|E|E|E J el 252 e8| 8B
2|52 E| 2| 2|53 3 IEEHEHEEE
Zle 2|l s|s|S il S| | 5[5|3
sl 2] = E - | =
Power On Initialization
XIxIxIxIxIxIxIxJoloJoJoJoJoJoJo[x[xIxIx[xIx]xJoloJoJoJoJoJo]o]o
Size: 64-bit only
Field Access | Description
run_path_err_over R Deteds overflow for Runway path errors.
mem_addr_par_over R Deteds overflow for memory buffer addresgcontrol parity
errors.
mem_corr_over R Deteds overflow for corredable memory errors.
mem_uncorr_over R Deteds overflow for uncorredable memory errors.
run_broad_err_over R Deteds overflow for the observance of aBROAD_ERROR on
the Runway bus.
run_mem_range_err_over R Deteds overflow for Runway memory addressout-of-range
errors.
run_data_par_err_over R Deteds overflow for Runway data parity errors.
run_addr_par_err_over R Deteds overflow for Runway addressparity errors.
run_ctrl_par_err_over R Deteds overflow for Runway control parity errors.
run_path_err_stat R Status of Runway path errors.
mem_addr_par_stat R Status of memory buffer addresgcontrol parity errors.
mem_corr_stat R Status of corredable memory errors.
mem_uncorr_stat R Status of uncorredable memory errors
run_broad_err_stat R Status of the observance of aBROAD ERROR on Runway.
run_mem_range_err_stat R Status of Runway accessto memory that is out-of-range
errors.
run_data_par_err_stat R Status of Runway data parity errors.
run_addr_par_err_stat R Status of Runway addressparity errors.
run_ctrl_par_err_stat R Status of Runway control parity errors

Register 3: ERROR_STATUS Register
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The ERROR_STATUS register contains error status (stat) and error overflow (over) bits. These
bits can be thowght of as being in four groups correspondng to the threesets of logging resources
inside Astro, dusrun_kroad_err and mem_addr_par (which dorit use any logging resources).
Thefirst error in agroupsetsits “stat” bit, the ssconderror in agroupsetsits “over” bit. If
simultaneous errors were to occur, multiple “stat” bits could get set. How these status and
overflow bits are deaed is described in the ERROR_CONTROL register description. The four
error grouys are:

1.

run_*_err errors, excluding run_kroad_err. These dl use RUN_ADDR, RUN_DATA, and
RUN_CTRL. Thefirst occurrenceof one of these erorswill set the gopropriate “stat” bit
(i.e.run_addr_par_err_stat). The seaond acurrence of any of these arorswill set the
appropriate “over” bit (i.e. run_data par_err_over). Inthis manner, it can always be
determined which error the log information corresponds to in a multi-error scenario. Note
that simultaneous errors could set multiple “stat” bits, but in such a case, the log information
appliesto bah errors.

run_kroad_err or mem_addr_par. Sincenathingislogged, the first occurrence sets
run_broad_err_stat or mem_addr_par_stat, asecond acurrence sets
run_broad_err_over or mem_addr_par_over.

mem_uncorr. Sincethere ae dedicaed logging resources (MEM_ADDR, MEM_SYND),
the first occurrence sets mem_uncorr_stat, asemnd acurrence sets mem_uncorr_over.
mem_corr. Sincethere ae dedicaed logging resources (MEM_ADDR_CORR,
MEM_SYND_CORR), the first occurrence sets mem_corr_stat, asemnd acurrence sets
mem_corr_over.
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1.6.2 Error logging registers

1.6.2.1 Runway Control Register

C RUN_CTRL Register
B (address. OxFF_FEDO 8038)

6(6(6[(6[5[5(5(5(5(5(5(5(5(5(4|4|(4|4|4|4|4|4|4]14|3|3|3|3|3|3|3]3
3[2f1fofof8f7[6[5[43|2f1|(0f9|8|7|[6]|5|4]|3]|2

ownr

[N
o
©
©
~
o
o
SN
w
[N

_par

reserved a_par [3:0] a_mid[2:0] a_tid[5:0]

a_ctl

Power On Initialization
XIXTIXTIXTIXTIXIXTIXIXIXIXIXIXIXIXIXIXIXIXIXIX IXIX XXX I XIXIXIXTX]X

313(2|12(2|2|2|2|2(2|2|2|1|1|1]21|1|2)]2f1]1(1
1{0]9(8|7]|6[5]4|3]|]2]1[0)9|8]7]6[5]4(3]2]1]O0

©

8|7[6[5[4[3[2[1]0

_par

reserved d_par[3:0] d_mid[2:0] d_tid[5:0]

d_ctl

Power On Initialization
XIXTIXTIXTIXTIXIXIXIXIXIXIXIXIXIXIXIXIXIXIXIX IXIX XXX I XIXIXIXTX]X

Size: 64-bit only
Field Access | Description
a par R Addressparity.
a ctl_par R Control parity for address
a mid R Master ID for address
a tid R Transadion ID for address
d par R Data parity.
d ctl par R Control parity for data
d mid R Master ID for data.
d tid R Transadion ID for data.

Register 4: RUN_CTRL Register

The RUN_CTRL register saves the state of the Runway control signals:

1) TRANS ID

2) MASTER_ID

3) CTL_PAR

4) AD_PAR
One half of the register saves the state of these signals on addresscycles, the other half of the
register saves the state of these signals on data gycles. This register updates with every norridle
cycle until an error is deteded, then it freezes. Interesting fads abou the MASTER _ID arethat a
MASTER_ID of Ox7isused by Astro for BROAD_ERRORSsit generates. A MASTER _ID of
0x6is used by the Astro IOC for any transadions it masters. For these |OC mastered
transadions, the two most significant bits of the TRANS _|ID contain additional information. A
pattern of 00 indicaes atransadioninitiated by the cade (fetch o flush), a pattern of 10
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indicates a TLB request, a pattern of Olindicates a pee-to-pee real transadion, and a pattern of
11indicaesanornmemory targeted write transadion (pea-to-peq, interrupt, etc.).

1.6.2.2 Runway Address Register

C RUN_ADDR Register
B (address. OxFF_FEDO 8040)

6|6|6|6[5(5|5|5|5[5(5|5|5|5(4(4|4|4|4]|4[a|a]4]4]|3[3[3[3]3]3[3]3
3|2)1]o|9|8|7|6]|5]|4|3[2]1]o]9|8|7[6]|5]4]|3]2]1
run_addr[63:32]

Power On Initialization
XIXTIXTIXTIXTIXIXIXIXIXIXIXIXIXIXIXIXIXIXIXIX IXIX XXX XTI XIXIXTX]X
3322222222222 ]aafafafla]a]afa]2
1]0|9(8|7]|6]|5]|4[3|2|1]|o]|9[8|[7]|6]|5]|4[3[2|1]0o]|9|8[7|6]|5]|4|3[2[1]0

run_addr[31:0]

Power On Initialization
XIXTIXTIXTIXTIXIXIXIXIXIXIXIXIXIXIXIXIXIXIXIX IXIX XXX I XIXIXIXTX]X

ownr

Size: 64-bit only
Field Access | Description
run_addr R Runway address

Register 5: RUN_ADDR Register

The RUN_ADDR register saves the state of the ADDR_DATA bus on Runway whenever an
addresscycleisonthe bus. Thisregister updates urtil an error is deteded, then it freezes.

1.6.2.3 Runway Data High Register

" RUN_DATA HIGH Register
B (address. OxFF FEDO 8048)

6|6|6[6[5[5|5|5|5[5(5|5|5|5(4(4|4|4|4]|4[4|4|4]4]|3[3[3|[3]3]3[3](3
3/2)1]o|9|8|7|6]|5]|4|3[2|1]0o]|9|8|7[6]|5]|4|3]|2[1|0]|9|8|7[6]|5]|4]3]|2
run_data[127:96]
Power On Initialization
XIXIXIXIXIX XXX XXX IX XXX X IXIX XXX IX XXX IXIXIX]X]X]X
2 1l21faf2faf2a]z2]2 1
2 9|8|7]|6|5[4]|3]2 ofo|8|7]|6|5[4[3]|2]1]0
run_data[95:64]
Power On Initialization
XIXIXIXIXIX XXX X IXIXIX XXX X IXIXIX XXX XXX IXIXIX]X]X]X

ownr

= W
o w
© N
o N
~N N
o N
[LEN
NN
w N
=N
onN
(RN

Size: 64-bit only
Field Access | Description
run data R Runway data.

Register 6: RUN_DATA_HIGH Register
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The RUN_DATA_HIGH register saves the state of the upper 64-bits of turbo-mode data onthe
ADDR_DATA bus on Runway whenever adata g/cleisonthe bus. Thisregister updates until
an error is deteded, then it freezes.

1.6.2.4 Runway Data Low Register

C RUN_DATA_LOW Register
: (address: OXFF_ FEDO 8050)

6(6(6[(6[5([5(5(5(5(5(5(5(5(5(4|4|(4|4|4|4|4|4|4|14|3|3|3|3|3|3|3]3
3]12|1]0]|9|8|7|6|5[4[3[2f1f[ofof8f7[6|5[4|3|2]1

run_data[63:32]

Power On Initialization
XIXTIXTIXTIXTIXIXIXIXIXIXIXIXIXIXIXIXIXIXIXIX IXIX XXX XTI XIXIXTX]X
3322222222222 ]aafafafla]a]afa]2
1]0|9(8|7]|6]|5]|4[3|2|1]|o]|9[8|[7]|6]|5]|4[3[2|1]0o]|9|8[7|6]|5]|4|3[2[1]0

run_data[31:0]

Power On Initialization
XIXTIXTIXTIXTIXIXIXIXIXIXIXIXIXIXIXIXIXIXIXIX IXIX XXX I XIXIXIXTX]X

ownr

Size: 64-bit only
Field Access | Description
run data R Runway data.

Register 7. RUN_DATA_L OW Register

The RUN_DATA_LOW register saves the state of the lower 64-bits of turbo-mode data onthe
ADDR_DATA bus onRunway whenever adata g/cleis onthe bus. Thisregister updates until an
error isdeteded, then it freezes.
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1.6.2.5 Memory Address Register

" MEM _ ADDR Register
B (address. OxFF FEDO C008)

6(6[(6[6[5[5([5[5(5(5|5|5(5|5|4|4|4|4|4|4|4|4|4|4|3]3
3[2|1f(of9f8[7[6[5[4|3|2[1]0|9]8|7]|6]5]4]13]2]1)]0]9]|8]|7]6]5]4]3]2
]

ownr

Power On Initialization
XIXTIXTIXTIXTIXIXIXIXIXIXIXIXIX X IXIXIXIXIXIX IXIX XXX XTI XIX XXX

3|13|12|2(2(2]|2|2|2|2(2|2|1|1|1|(2|2]|2j1|1(21(1
1({0]19]|18|7|6[5[4]3]2]1[{0[{9]|8]|]7]|6|5[4|3]2]1]0[9|8|7]|6]5]|4[3[]2]1]0
kS

>

% addr[35:6]

Power On Initialization
XIxTalalalafalalalalalafafalalalalalalalafafalalalalafa]ala]a]a

Size: 64-bit only
Field Access | Description
mid R Master ID of uncorredable read.
tid R Transadion ID of uncorredable read.
addr R Addressof uncorreaable read.

Register 8 MEM_ADDR Register

The MEM_ADDR register storesthe MID, TID, and addressof an urcorrecable memory error.
All implemented hits of the addr field reset to 1's (an impossble memory address. Thisregister
only updates when an error is deteded. The syndrome bits can be used to improve address
resolutionto 8-bytes.
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1.6.2.6 Memory Syndrome Register

" MEM_SYND Register S
B (address. OxFF FED1 1440) B
6[(6|6|6[5|5(5|5|5|5|5|5|5|5|4(4|4|4(4|4|4(4|4|[4|3|3(3[3]13[3]3]3
3|2|1fo)9[8|7]|6|5]|4|3[2]|1f[0|9|8|[7]|6|5]4|3[2]|1]|0|9]|8|[7]|6[5]4[3]2
syndrome7[7:0] syndrome6[7:0] syndrome5[7:0] syndrome4[7:0]
Power On Initialization
oloJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJo]o
3|13|2|2|2|2|2|2|(2|2|2(2|1|1f|12|1|1f|2)1f(1|1]|1
110({9]8]7[6]5[4[3]2(1]0]9|8]|]7]|6[5]4]3[2]1]0[|9]|8|7[6]5|4[3]2]1{0
syndrome3[7:0] syndrome2[7:0] syndromel[7:0] syndromeQ[7:0]

Power On Initialization
olofoJoJoJo[oflof[oJoJo]o|lo|lofoJoJoJo[o[of[ofJoJoJo|lo[of[ofJo]ofo]Jo]o

Size: 64-bit only

Field Access | Description

syndrome? R Syndrome byte 7.
syndromeb R Syndrome byte 6.
syndrome5 R Syndrome byte 5.
syndrome4 R Syndrome byte 4.
syndrome3 R Syndrome byte 3.
syndrome? R Syndrome byte 2.
syndromel R Syndrome byte 1.
syndrome0 R Syndrome byte 0.

Register 9: MEM_SYND Register

The MEM_SYND register saves the syndrome of a memory read that has an urcorredable eror.
There ae 8 hits of syndrome per 64-bit quantity, so awhade cate-lineisrepresented. This
register only updates when an error is deteded. Itsreset valueisal 0's (the syndrome for no
error). The syndromeN field is the syndrome from the Nth 64-bit word of a cate-line
(syndromeQ isfor the cateline & the lowest address.

Revision 1.2 0217/00 Page 17 d 20




Astro External Reference Spedfication

1.6.2.7 Memory Address Correctable Register

" MEM_ ADDR_CORR Register
B (address. OxFF FEDO CO010)

6(6[(6[6[5[5([5[5(5(5|5|5(5|5|4|4|4|4|4|4|4|4|4|4|3]3
3[2|1f(of9f8[7[6[5[4|3|2[1]0|9]8|7]|6]5]4]13]2]1)]0]9]|8]|7]6]5]4]3]2
]

ownr

Power On Initialization
XIXTIXTIXTIXTIXIXIXIXIXIXIXIXIX X IXIXIXIXIXIX IXIX XXX XTI XIX XXX

3|13|12|2(2(2]|2|2|2|2(2|2|1|1|1|(2|2]|2j1|1(21(1
1({0]19]|18|7|6[5[4]3]2]1[{0[{9]|8]|]7]|6|5[4|3]2]1]0[9|8|7]|6]5]|4[3[]2]1]0
kS

>

% addr[35:6]

Power On Initialization
XIxTalalalafalalalalalafafalalalalalalalafafalalalalafa]ala]a]a

Size: 64-bit only
Field Access | Description
mid R Master ID of corredable read.
tid R Transadion ID of corredable read.
addr R Addressof corredable rea.

Register 10: MEM_ADDR_CORR Register

The MEM_ADDR_CORR register storesthe MID, TID, and addressof a amrredable memory
error. All implemented hits of the addr field reset to 1's (an impossble memory address. This
register only updates when an error is deteded. The syndrome bits can be used to improve
addressresolutionto 8-bytes.
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1.6.2.8 Memory Syndrome Correctable Register

M MEM_SYND_CORR Register L
B (address. OxFF FED1 1448) B
6[(6|6|6[5|5(5|5|5|5|5|5|5|5|4(4|4|4(4|4|4(4|4|[4|3|3(3[3]13[3]3]3
3|2|1fo)9[8|7]|6|5]|4|3[2]|1f[0|9|8|[7]|6|5]4|3[2]|1]|0|9]|8|[7]|6[5]4[3]2
syndrome7[7:0] syndrome6[7:0] syndrome5[7:0] syndrome4[7:0]
Power On Initialization
oloJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJoJo]o
3|13|2|2|2|2|2|2|(2|2|2(2|1|1f|12|1|1f|2)1f(1|1]|1
110({9]8]7[6]5[4[3]2(1]0]9|8]|]7]|6[5]4]3[2]1]0[|9]|8|7[6]5|4[3]2]1{0
syndrome3[7:0] syndrome2[7:0] syndromel[7:0] syndromeQ[7:0]

Power On Initialization
olofoJoJoJo[oflof[oJoJo]o|lo|lofoJoJoJo[o[of[ofJoJoJo|lo[of[ofJo]ofo]Jo]o

Size: 64-bit only

Field Access | Description

syndrome? R Syndrome byte 7.
syndromeb R Syndrome byte 6.
syndrome5 R Syndrome byte 5.
syndrome4 R Syndrome byte 4.
syndrome3 R Syndrome byte 3.
syndrome? R Syndrome byte 2.
syndromel R Syndrome byte 1.
syndrome0 R Syndrome byte 0.

Register 11: MEM_SYND_CORR Register

The MEM_SYND_CORR register saves the syndrome of amemory read that has a corredable
error. There ae 8 hits of syndrome per 64-bit quantity, so awhade cade-line is represented.
Thisregister only updates when an error is deteded. Itsreset valueisal O's (the syndrome for no
error). The syndromeN field is the syndrome from the Nth 64-bit word of a cate-line
(syndromeQ isfor the cateline & the lowest address.

1.7 Corner cases

What shoud happen when aread from memory has an urcorredable aror but the dataisn't
adualy used dweto a cate-to-cate wpy satisfying the read request? A path error can’t be
signaled to a processor. In this case, aBROAD_ERROR will be sent instead. Even though the
datawasn't used, the memory subsystem is very sick, andthe entire system shoud be halted as
quickly as posshble to prevent further errors from propagating bad data.
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1.8 Things | thought I'd mention
e Astro never issuesa DIR_ERROR.

* Thereisn’'t aone-to-one wrresponcdence between error occurrences that cause usto isdle a
BROAD_ERROR, and BROAD ERRORs being issued onRunway. Thefirst error
condtionwill trigger Astro to sendaBROAD_ERROR to Runway. Astro will not send any

more BROAD_ERRORs to Runway until the aror is cleaed by the ERROR_CONTROL
register.
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